When the Workplace Becomes Violent

Fatal flaws in your active shooter response plan & how to fix them

BY BO MITCHELL

onsider the following scenario.

Jennifer is your best employee.

She has been working for you for
10 years. She has eamed 10 outstanding,
annual performance reviews. She comes in
garly, she gets her work done and she never
whines. We know little about Jenniter's per-
sonal life because she only focuses on her
work. There is no frivolous chatter or family
drama played out at work. It is part of what
makes Jennifer the perfect employee.

Over the years, we have learmed that
Jennifer has two young children and she is
rmarried to Joe. We have met Joe at a couple
of company social events over the last 10
years, but we know little about Jennifer's
family life. Turns out, Joe is a monster, He
beats Jennifer, and he abuses the children.
Joe is so hostile that Jennifer has sued for
divorce, and she is cusrently going through
an ugly custody battle. It has become s0
violent that Jennifer has secured a court-
ordered protection decree against Joe
being anywhere near her and the kids,
whether at home or at your workplace.

But we know nothing of these troubles
because Jennifer doesn’t bring family
drama to work. This morning, though, Joe
shows up at your reception desk. He is car-
rying a huge bouquet of flowers. Knowing
nothing of their troubles at home, you give
Joe immediate, unescorted access to your
workplace. He goes down your hall, finds
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Jennifer, drops the flowers, produces a
pistol and shoots Jennifer.

What do you do right now? You're
standing 10 feet away, or you are sitting
in a conference room nearby. You are the
receptionist, the human resources director,
the safety manager or the CEC. How do
you react? If you freeze, you are the next
victim. If they are untrained, your peaple will
also freeze. As the empioyer, you have ulti-
mately abandoned your unirained employ-
ees to the active shooter.

ONE DEGREE OF SEPARATION
This is called intimate pariner violence
(IPV), a term used and researched by the
federal government. The United States
Department of Justice (DOJ) reports that,
today, two employees will be murdered in
the American workplace, as they are every
workday on average. [PV kills 1,300 people
annually—mostly women in a similar sce-
nario to the one we just witnessed.
Twenty-six women will be raped in the
next 60 minutes in the American workplace.
There are not six degrees of separation
in workplace violence. There is only one
degree of separation: either you will know
the shooter or you wilf know his/her target.

YOUR DUTY OF CARE

As the employer, under law, you have an
affirmative duty of care to keep all of your
employees safe dunng any emergency
mvolvmg an active shooter Your duty of
‘care is manifested by an ernergency action
plan that includes workplac_e violence
(WPV) and an _activg.shobter that you
have trained to all employees—not just you
and your safety committee. All employees
should be trained and refrashed yearty on
your plan. Absent plans and annual training,
you, as the employer, will be found negli-
gent, and thereby held responsible civilly
and pbténti;\ily'criminaj&

g—

FATAL FLAW
So what is the fatal flaw in your response?
Whether you have a plan or not, the fatal

flaw in your thinking is this: almost all of
these incidents are over in 4 to 8 min-
utes, according to the New York Police
Department and the FBI.

The majority of active shooters have
finished their actions in under 4 minutes.
Thus, there is no time to convene, and
there is no time for advice. Every one of
your employees needs to know what to do
in a quarter-second. Success occurs only
if you have carefully ptanned and trained all
of your people.

In this situation, the police, firemen and
emergency medical technicians (EMTs)
are not the first responders. They are the
official responders. Your employees are
actually the first responders. It is always

an employee who first sees the smoke,
the fire, the spill or, in this case, the active
shooter. Thus, every one of your employees
has to be trained to respond immediately to
any emergency.

FteldMana ement

WORKPLACE VIOLENCE MYTHS

Too many leaders in workplaces just like

yours harbor myths about WPV that pro-

mote the lack of planning and training. They

say things like:

= ‘lt can’t happen here!

* “Educated people are not viclent”

= “Talking about viclence wilt
make it happen’

*  “if a person can joke about violence,
they won't become violent”

*  *People who threaten violence are just
looking for attention”

All of these are myths to which most
manragement clings, thereby thwarting plan
creation and employee training. Yes, you
may already have a WPV policy. But, no,
you have not created structured response
procedures. And, you have never trained
your employees on those precedures.
Colliding with your workplace's denial
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The majority of active shooters have finished their actions
in under 4 minutes. There is no time to convene & there is no time
for advice. Success occurs only if you have carefully planned
& trained all of your people.

is a dramatic increase in these active
shooter incidents.

Before the Sandy Hook massacre in
Newtown, Connecticut, in December 2012,
the FBI measured that one or more employ-
ees were kiled in workplace active shooter
incidents once a month on average. Since
Sandy Hook, it is now one a week. From
2013 to 2016, these active shooter inci-
dents have quadrupled. For your workplace
and employees, this kind of emergency
is real. OSHA has an impressive array of
regulations regarding every workplace's
obligation to create emergency plans and
train them,

THE RESPONSIBLE PARTY

If you are the CEO, you are the respon-
sible party at your workplace, or so says
the Supreme Court of the United States
{(SCOTUS) in two decisions. Both cases
came to the court regarding a CEO's
failure to implement federal safety regula-
tions. Both CEOs plead to the court that
they were busy and had delegated these
responsibilities to subordinates best able
to address them. In both cases, SCOTUS
found the CEOs liable civilly, personally
and criminally.

Applying these SCOTUS decisions, in
2015 and 20186, prosecutors in California,
Pennsylvania, West Virginia and New York
City criminally indicted seven CEQOs of
companies where employees were killed
on the job. Five of those CEOs are now
serving prison terms. The other two CEQOs
are going to trial shortly.

In 2015, the US. DO} anncunced
that it has created a Memorandum of
Understanding (MOU) with OSHA to

pursue criminal prosecution of CEOs
regarding OSHA regulations. DOJ's pre-
ferred legal weapon is to investigate and
charge CEOs with obstruction of justice
(18 U.5.C. 1805).

Turns out, previous OSHA compliance
investigations have been obstructed by
senior managers by withholding docu-
ments, telling employees to lie and also
lying themselves. DQJ calls this obstruc-
tion of justice punishable by up to 5 years
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in federal prison. This is easily proven once
DO issues a subpoena and search warrant
implemented at your workplace by the FBI.

FIX YOUR FATAL FLAWS

As the employer, you have a way out
of afl this. Create a written plan, and
then train your empioyees. That sounds
simple enough, but nothing in emergency
response is simple. Many experts, includ-
ing the Department of Homeland Security




(DHS), recommend "RUN.HIDERGHT
This is a memorable and effective response
protocol for all your employees. Run means
to absent yourself from the emergency
because that is the safest strategy. Hide
means a lockdown, and fight should be
used as a last resort when all else fails.
None of this is simple, and all of it must be
site specific. Training “RUN.HIDE.FIGHT”
has to be carsful and tactical.

ACTIVE SHOOTER PROTQOCOL
To layer on more complexity, your employ-
ees must know how to work with arriving
police. Calfing 811 and then stepping back
is a fatal flaw. This dangerous myth wil
delay response, potentially multiplying the
casualties in your workplace,

While your employees are always the first
responders, their roles do not end when
police arrive. The active shooter protocol in
your jurisdiction starts with, “Go into your
building. Find guy with gun. Kill him!" Thus,
your empioyees' roles are to:

1. Report the latest information to police
as they arrive on the scene,

2. Offer maps of your facility to guide
palice in pursuit of the active shooter.

3. As officers move through your facility,
know that they are not priests. You
must train your people to refrain from
touching or yelling at police to appeal
for help. They are also not EMTs. If you
ora 60W6rker_i_s_bleeding out, officers
will keep moving. Their job is to find the
guy with the g@n aﬁd kill him.

4. Al of your peo_plé will be ordered to
raise their han"c:js. This to demonstrate
to police that each of your people has
no weapon. Remember, sincé_ police
do not know the good from the bad
guys, everyone is considered a sus-
pect or an accomplice. You must aid
police in identifying friend from foe. To
complete this phase, police wiltsearch
everyone on the premises.

5. Police wilt order all personne! to carry
nothing with them and drop in place
whatever they are carrying. That means
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leaving your bag, cell phone,
briefcase or any other personal items.
All personal items, as well as people,
will be searched.

As the employer, your job is to train all
employees regarding how police will take
command of your facility. Officers will be
focused on the active shooter. Your job
is to aid them by continuing to command,
centrol and communicate with the help of
your personnel.

You will need to conduct a headcount.
Required by federal law, this headcount
will aid police commanders in understand-
ing the scope of the carnage as qguickly
as possible.

All of these first responses need to start
in seconds and end within minutes. Thus,
careful planning and sharp tactical training
of your personnel is essential to limit casu-
alties in this situation. -

For every complex problem, there is a
simple solution, which is always wrong.
None of this is simple, but it is required by
law. You have a duty of care to keep your
employees safe. All your employees will
need to know how to respond in a second
without your advice. Your employees will
embrace the training anct hug you for doing
the right thing for them. <80
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